File No: 06/Misc/CCD/CID/2018-Tech Exp Office of the
Director General of Police,
CID, Special Units & Economic Offences,
No.1 Carlton House, Palace Road,
Bangalore — 560 001.
Dated:95/02/2024.

NOTIFICATION

CID INVITES APPLICATIONS FOR HIRING ONE JUNIOR CYBER FORENSIC
CONSULTANT ON OUTSOURCE BASIS UNDER THE PROJECT CYBER CRIME
PREVENTION AGAINST WOMEN AND CHILDREN (CCPWC)

In order to address the increasing challenges faced by the Law Enforcement Agencies (LEA)
in handling the growing spate of cyber crimes in the country, the Government of India,
Ministry of Home Affairs under Police Modernization Division has sanctioned the
establishment of Cyber Crime Forensic Laboratory cum Training Centre under CCPWC
(Cyber Crime Prevention against Women and Children) project.

The said Cybercrime Forensic Laboratory cum training Centre is located in the Cyber Crime
Division, CID headquarters, Carlton House, Palace Road, Bengaluru and will act as a
technical support and training centre for the Police forces.

Criminal Investigation Department of Karnataka State Police, under the Cyber Crime
Prevention against Women and Children (CCPWC) project, seeks to hire one Junior Cyber
Forensic Consultant for a period of one year.

The services of Junior Cyber Forensic Consultant will be for a contractual period of one year
which can be extended further on the same terms and conditions or as per the MHA
guidelines existing at the time of extension. Junior Cyber Forensic Consultant will work full-
time in the lab under the supervision of the Superintendent of Police, Cyber Crime Division.

In view of this applications are invited from interested candidates for one post of Junior
Cyber Forensic Consultant on outsourcing basis.

S1 Post Number Remuneration Qualifications and Work experience
No of Posts (all inclusive)

1 | Junior 01 Rs. 60,000/- per | A. Minimum Educational Qualification:
Cyber month Bachelor of Engineering in Information
Forensic Technology/Computer Science/Electronics
Consultant and Communication or Bachelor of Science

in Computer Science/Computer

Applications from a recognized institute.

B. Desirable Educational Qualification:
Masters Degree in Information
Technology/Computer Science/ Electronics




& Communication/ Cybersecurity/ Digifal
Forensics or equivalent.

C. Desired Work Experience:

At least one year of work experience in a
reputed organization involved in IT/Cyber
Forensics/Cyber Security.

D. Desirable Experience/Skills:

(). Working experience with a Police
organization especially in domain of crime
and criminal intelligence, extremism and
other aspects of criminal investigation and
digital forensics is desirable.

(i1). The candidates possessing
demonstrable skills in programming, digital
forensics, cybercrime investigation and
having sufficient exposure to various
technologies will be given preference.

(iii). Ability to analyze data, write
programs/scripts to extract data/analyze
system logs etc.

(iv). Candidate should be conversant with
networking protocols and internet protocols.

(v) Proficiency in local language (Kannada)

General Terms and conditions:

1. Recruitment for the above post will be only on contractual basis. The department will
not be liable to convert it into regular posts.

2. The appointment will be for one year and thereafter the appropriate
authority/committee will consider further extension only on the basis of satisfactory
performance. In case of non-extension after one year, contract will be considered as
terminated.

3. If the candidate wishes to resign before the termination of the contract, he/she can
leave after giving one month's prior notice to the controlling officer or else he/she will
have to forfeit one month's remuneration. The person cannot claim any pensionary and
any other benefits.

4. Controlling officer at his discretion may terminate the contract after giving one month
notice or salary in lieu without assigning any reason for termination.




Scope of Services:

The consultant shall act as the Cyber Forensic Expert and Security Consultant to the
Karnataka State Police Department. He/She shall also assist in the implementation of all other
activities undertaken in Cyber Crime Prevention against Women and Children (CCPWC)
project. This also includes assisting in investigation of cybercrime cases and conducting
trainings and workshops on Cyber forensics and Cyber Security.

The proforma of application to be submitted is given in annexure-1. The completed
applications should be submitted to the office of the D.I.G.P., Criminal Investigation
Department (CID), Carlton House, #1, Palace Road, Bangalore - 560001. The last date for
receiving applications is 20" February, 2024..

Interview date will be intimated after the scrutiny of applications received. For any queries
please call 080-22094432.

For Director General of Police,
& Chairman of the committee,
CID, Special Units and
Economic offences, Bangalore.



Annexure -1

APPLICATION FOR THE POST OF: ......oiiiiiiiiiiiiiiiiiiciieeea

To

The Superintendent of Police,
Administration,
Criminal Investigation Department,

Special
Carlton

Sir,

Units and Economic offence,
House, Palace Road, Bengaluru.

Self-attested
Colored

Photo

Sub: Hiring of One Junior Cyber Forensic Consultant under project CCPWC.

With reference to your advertisement, and having read the document and understood
its contents, I hereby submit this application for the post of Senior/Junior cyber forensic consultant.

I certify that all information provided here in is true and correct. I further certify that there are
no criminal cases pending against me in any forum.

l.no.

Description

Details.

Name of the candidate

Father/Spouse’s name

Nationality

Date of Birth

| blwlo)—=|n

Educational Qualifications (enclosed
self attested copies)

CLASS

BOARD/COUNCIL/UNIVERSITY

SUBJECTS

DIVISION/CLASS | % OF
MARKS

PROFESSIONAL/ TECHNICAL
EXPERTISE = (ENCLOSE  SELF-
ATTESTED PHOTO COPY OF
RELATED CERTIFICATES)

EXPERIENCE, IF ANY (ENCLOSE
SELF-ATTESTED PHOTO COPY OF
RELATED CERTIFICATES)

PERMANENT ADDRESS

PRESENT/CORRESPONDENCE
ADDRESS

10

CONTACT NO. - EMAIL ID




ENCLOSURES: -
A)
B)
0)

PLACE:: csossnssnssnwmiss _ Signature of the candidate

The last date for receiving completed applications in all respect will be 20/02/24 (17:00 hrs.)
at the office of the Superintendent of Police, Administration, Criminal Investigation Department
(CID), # 1, Carlton House, Palace Road, Bangalore - 560001.

Interview date will be intimated after scrutiny of applications received.



